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How to add a gateway 

Please follow the steps as explained below. This guide will help you to register a gateway in 

the MCS ITalks LoRaWan Server 

Dashboard 

On the left side of the homepage, you will find a “Gateways” button. Please select this option. 

 

Add a gateway 

A new page will open and on the left side of the page, you will have the option: “Add 

gateway” 
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Gateway Registration 

To register a gateway with our network, you need to provide some limited information about your 

gateway. This information is used to uniquely identify your gateway in the network. Upon 

registration, you will receive 

 a download link to a gateway binary for your platform 

 a set of cryptographic keys that will allow your gateway to participate in the network 

 a guide on how to deploy the binary on your gateway 

First you have to select your gateway. MCS delivers the Kerlink IoT Station 868 so for this guide we 

will use this gateway. 

Model 

Select the Kerlink IoT Station under the, “What is your base platform” 

 

Now you have to select which model you are using. If your gateway is provided by MCS, you can 

select the 27 dBm version 
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MAC address of the eth0 interface 

The MAC address of the Ethernet port can be queried by using the command 

Ifconfig eth0 | grep HWaddr 

Now you can copy the six octets separated by colons from the output of the device console and paste 

it in the following field. 

 

Gateway location 

Fill in the following field with the location details of the gateway 

 

That’s it! 

When all the fields are filled with the correct information you can press the, ‘Register Kerlink IoT 

Station gateway’ 

 

When you register the gateway it will become visible in your gateway list on your homepage 

(dashboard) 
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Install package on the gateway and run at start-up 

Now that your gateway has been setup in the MCS ITalks LoRaWan Server, you can start with the 

physical gateway(s). Before you start with the steps described below and you are using an Kerlink IoT 

Station. It is important to know if you have a NON SPN version. If the gateway is running SPN 

software, make sure to downgrade before continuing.  

If you have questions on how to downgrade, MCS can provide instruction on how to do this. Please 

send a mail to support@mcs-nl.com with a request for the instruction on ‘How to downgrade the 

Kerlink basestation’ 

You will need SSH / SCP to your Kerlink to perform the following steps. 

Select the gateway you have created from the gateway page by clicking on the MAC address of the 

gateway. This is highlighted in yellow. 

 

Next step is that you download the installation package (LORIOT gateway binary) from the 

downloads selection on the gateway page. 
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Copy over and extract the installation package in any empty directory by running  

tar xvf loriot_kerlink_kerlink_[CONCENTRATOR_TYPE]_[VERSION].tgz 

Run the install.sh script 

Important! Make sure that no other process accessing the SX1301 (such as *pkt_fwd) is 

executed upon start-up. 

Important! Make sure the time on the gateway is set up correctly (use date or ntpdate or 

ntpd). 

The binary will be started, and will automatically start after next reboot. 

You can delete the contents of the installation directory afterwards. You can use the uninstall.sh 

script to completely remove the gateway software. 

Gateway settings 

Once gateway is up and running you need to check a few parameters and configure the gateway.  

Go to the gateway page and select the gateway you want to configure by clicking on the MAC-

Address highlighted in yellow. 
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Gateway name 

Now you have the gateway information available. You can give the gateway a name by editing the 

title. For example: MCS 

 

Frequency plan 

Next you need to check the frequency plan. For the ITalks sensor it should be set to EU868_ITalks. 
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How to make an Application (group) 

The steps below will show you, how you can make an Application in the MCS ITalks LoRaWan 

Server. An Application is a group of sensor that use the same output. 

Dashboard 

On the left side of the dashboard you will see a button called, Applications. Please select this 

option. 

Network Applications 

Now you are on the network applications page. Here you can create the different Applications 

(groups) and set the device capacity for each application. Please note that the minimum capacity of a 

group is set to 10. 

 

When you have given the application a new name and set the capacity you can select Add new 

application.  

When the information is correct you will see: 

 

Where TEST is the name given to the Application 
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How to add a sensor to an Application 

For testing purposes adding a ITalks sensor to an application, ABP should be used. For 

commercial use or Bulk roll outs OTAA can be used (On request).  

You can send any questions regarding this subject to: support@mcs-nl.com 

Application 

Select the application (group) for which you want to add a sensor by selecting the name of 

the group. You can also choose the network application on the left side under: Network 

Applications 

 

Adding a device 

There are 2 options how you can add a sensor/end-device. You can use OTAA (over the air 

activation) and ABP (Activation by personalization). Please check the device for details on how 

to add the device to the network. 

The ITalks sensors can be added by ABP or OTAA. Out of the box the ITalks sensor is 

configured to use OTAA. Instructions on how to add the device using OTAA are given below. 

If you want to use ABP in combination with the ITalks sensor, you can. MCS needs to 

reprogram the existing or new ITalks sensors to ABP.  

 

 

 

 

 

For OTAA you will need the following: 
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 DevEUI – Device manufacturer specific information 

 AppEUI – Application EUI  

 AppKey – This will be generated by the system 

For ABP you will need the following: 

 DevEUI - Device manufacturer specific information 

In the device you will need to have the following configured.  

 DevAddr 

 Nwk 

 AppSkey 

Step 1. Select Enroll device under Devices 

 

Step 2. Add the Device EUI in the following field. 

 

When done correctly you will see a green field appear stating that the Device EUI is correct. If not 

filled in correct, a red box will appear 

ABP 

Another option is adding by ABP (under Enroll device in the menu) fill in the fields marked in red and 

the press import device.  
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 Sequence number uplink can be set to 0 

 Sequence number downlink can be set to 0 

EUI should be automatically filled with the DevEUI. If this is not the case, you can fill the DevEUI 

manually. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

OTAA 

For adding by OTAA (under Import ABP) you will need to fill in the Device EUI and the Application 

key. Then press Import device. 
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NOTE: Other keys (NWKSKEY, APPSKEY) and parameters (DevAddr) will be re-generated upon every 

network join. 

Bulk Import (multiple sensors at once) 

 

If you want to add devices using bulk import, select Bulk import under Import OTAA in the menu on 

the left. Further instructions on how to this you will find that on the same page. You can use this 

option with either ABP or OTAA. 

 

 

 

 

Sensor Setting 
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There are a few settings that should be checked, to make sure the sensor(s) is/are working correctly. 

These setting can be checked on the application page under Devices (menu on the left). 

 

Select the device you want to check/edit by clicking on the DevEUI or DevAddr. A new page will open 

with all the information of the sensor like the LoRaWan Device Parameter and the traffic history. On 

the same page, under LoRaWAN Sequence numbers the Seqno checking should be set to RELAXED 

 

 

 

 

 

 

How to check if the sensor is working 

From the network applications page select the application where the sensor is connected to by 

clicking on the name of the application (marked in yellow) 
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Log 

When you are on the Application page you will have a few options on the left side of the page. Select 

LOG. Now a new page will open with the log of the Application 

 

 

 

 

 

 

 

 

 

In the Log page you can see the following (depending on how many sensors have been added to the 

application). The log can show EVENTS related to the network and the sensors. 
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For example: If you have added a device with either OTAA or ABP you will see in the LOG: 

 

 

 

 

 

The join request using OTAA could take up to 30 seconds. With ABP it should come directly. 

 

 

 

 

 

 

 

Processing Data 

Application output can be changed in the MCS ITalks LoRaWan Server. Standard the data output 

will be set to WebSocket.  
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WebSocket 

If you don't know WebSockets already, have a look at the RFC 

(LINK:https://tools.ietf.org/html/rfc6455). In simple terms, it's just a protocol on top of HTTP, 

initiated by a HTTP Upgrade request. 

We offer a number of WebSocket sample applications. They are listed in the "Output" page of the 

application detail. Note: We only support secure (TLS) WebSockets, plaintext WebSockets are not 

allowed. 

Once you get a 101 response to your Upgrade request, the WebSocket connection succeeded and can 

now listen for incoming data. 

Availible API’s 

At the moment these are the available API’s: 

 

 

 

 

 

 

 

 

 

 

 

 

Output 

Select Output on the left side of the Application page. 
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Next click on Authentication token marked in yellow. 

 

Click on show full URL and then on the link as show below. 

 

 


